
 
 

CTI Threat Bulletin 
 

Apache Log4j Remote Code Execution Zero Day 

Executive Summary 

A remote code execution (RCE) vulnerability (CVE-2021-44228) was found in 
the Apache Log4j Java-based logging library and allows an attacker to execute 
arbitrary code loaded from LDAP servers when message lookup substitution is 
enabled. The vulnerability affects default configurations of multiple Apache 
frameworks including Apache Struts2, Apache Solr, Apache, Druid, and 
Apache Flink as well as many services and applications written in Java. 

Description 

The vulnerability, tracked as CVE-2021-44228, allows an attacker to perform 
RCE since Apache Log4j2 <=2.14.1 JNDI features used in configuration, log 
messages, and parameters do not protect against attacker-controlled LDAP and 
other JNDI related endpoints. 

Affected Products 

• Apache Log4j2 <=2.14.1 

Safeguards/Recommendations 

This issue was remediated in Log4J v2.15.0. The Apache Logging Services team 

provides the following mitigation advice: 

In previous releases (>=2.10) this behavior can be mitigated by setting system 

property "log4j2.formatMsgNoLookups" to “true” or by removing the 

JndiLookup class from the classpath (example: zip -q -d log4j-core-*.jar 

org/apache/logging/log4j/core/lookup/JndiLookup.class). Java 8u121 protects 

against RCE by defaulting "com.sun.jndi.rmi.object.trustURLCodebase" and 

"com.sun.jndi.cosnaming.object.trustURLCodebase" to "false". 

You can manually check for use of affected versions of Log4J by searching your 

project repository for Log4J use, which is often in a pom.xml file. 

Where possible, upgrade to Log4J version 2.15.0. If you are using Log4J v1 there 

is a migration guide available. 

Please note that Log4J v1 is End of Life (EOL) and will not receive patches for 

this issue. Log4J v1 is also vulnerable to other RCE vectors and we recommend 

you migrate to Log4J 2.15.0 where possible. 

Vendor: Critical 

CVE-ID: CVE-2021-44228 

Published: December 9, 2021 

CVSS V3 Overall score: 10.0 

Criticality: High 

Patch Availability: Yes 

Vulnerability Type: 
Remote Code Execution 

Exploitability Metrics 

Attack Vector: Network 

Attack Complexity: TBD 

Privileges Required: None 

User Interaction: None 

Impact Metrics 

Scope: TBD 

Confidentiality: TBD 

Integrity: TBD 

Availability: TBD 

Confidence Metrics 

Exploitability: TBD 

Remediation Level: Fix available 

Report Confidence: High 

https://www.oracle.com/java/technologies/javase/8u121-relnotes.html
https://logging.apache.org/log4j/2.x/manual/migration.html


 
 

If upgrading is not possible, then ensure the -

Dlog4j2.formatMsgNoLookups=true system property is set on both client- and 

server-side components. 
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