
 
 

CTI Threat Bulletin 
 

Apache Log4j Remote Code Execution Zero Day 

Update – December 14, 2021 

“The 2.15.0 release was found to still be vulnerable when the configuration 
has a pattern layout containing a Context Lookup (for example, 
$${ctx:loginId}), or a Thread Context Map pattern %X, %mdc or %MDC. When 
an attacker can control Thread Context values, they may inject a JNDI Lookup 
pattern, which will be evaluated and result in a JNDI connection. Log4j 2.15.0 
restricts JNDI connections to localhost by default, but this may still result in 
DOS (Denial of Service) attacks, or worse.” – Apache Foundation 

CVE (CVE-2021-45046) was raised for this. 

Threat actors are actively exploiting the Log4j vulnerability across affected 
systems.  

• The Mirai, Muhstik, and Kinsing botnets are being installed on vulnerable 
devices to deploy cryptocurrency miners and launch large-scale DDoS 
attacks.  

• The Microsoft Threat Intelligence Center has observed instances of threat 
actors deploying Cobalt Strike beacons.  

• Bitdefender observed attempts to infect Windows machines with 
Khonsari ransomware. 

CISA urges organizations to review its Apache Log4j Vulnerability Guidance 
webpage and upgrade to Log4j version 2.15.0, or apply the appropriate 
vendor recommended mitigations immediately. They are also maintaining a 
community-sourced GitHub repository. 

The Nationaal Cyber Security Centrum is maintaining a GitHub page which 
contains an overview of any related software regarding Log4j.  

The Microsoft Threat Intelligence Center has released guidance for 
preventing, detecting, and hunting for Log4j. 

Palo Alto Networks has released Hunting for Log4j CVE-2021-44228 
(Log4Shell) Exploit Activity. 

According to MITRE, updating to Apache Log4j 2.15.0 to fix CVE-2021-44228 is 
incomplete in certain non-default configurations, and Log4j 2.16 is  

 

Vendor: Critical 

CVE-ID: CVE-2021-44228 

Published: December 9, 2021 

CVSS V3 Overall score: 10.0 

Criticality: High 

Patch Availability: Yes 

Vulnerability Type: 
Remote Code Execution 

Exploitability Metrics 

Attack Vector: Network 

Attack Complexity: Low 

Privileges Required: None 

User Interaction: None 

Impact Metrics 

Scope: Changed 

Confidentiality: High 

Integrity: High 

Availability: High 

Confidence Metrics 

Exploitability: 3.9 

Remediation Level: Fix available 

Report Confidence: High 

https://www.cisa.gov/uscert/apache-log4j-vulnerability-guidance
https://github.com/cisagov/log4j-affected-db
https://github.com/NCSC-NL/log4shell/blob/main/software/README.md
https://www.microsoft.com/security/blog/2021/12/11/guidance-for-preventing-detecting-and-hunting-for-cve-2021-44228-log4j-2-exploitation/
https://www.paloaltonetworks.com/blog/security-operations/hunting-for-log4j-cve-20210-44228-log4shell-exploit-activity/
https://www.paloaltonetworks.com/blog/security-operations/hunting-for-log4j-cve-20210-44228-log4shell-exploit-activity/


 
recommended. To learn more, visit https://cve.mitre.org/cgi-
bin/cvename.cgi?name=CVE-2021-45046. 

Executive Summary 

A remote code execution (RCE) vulnerability (CVE-2021-44228) was found in 
the Apache Log4j Java-based logging library and allows an attacker to execute 
arbitrary code loaded from LDAP servers when message lookup substitution is 
enabled. The vulnerability affects default configurations of multiple Apache 
frameworks including Apache Struts2, Apache Solr, Apache, Druid, and 
Apache Flink as well as many services and applications written in Java. 

Description 

The vulnerability, tracked as CVE-2021-44228, allows an attacker to perform 
RCE since Apache Log4j2 <=2.14.1 JNDI features used in configuration, log 
messages, and parameters do not protect against attacker-controlled LDAP and 
other JNDI related endpoints. 

Affected Products 

UPDATED from 2.14.1 with CVE-2021-45046. 
 
• Apache Log4j2 <=2.15 

Safeguards/Recommendations 

This issue was remediated in Log4J v2.16.0. The Apache Logging Services team 

provides the following mitigation advice: 

In previous releases (>=2.10) this behavior can be mitigated by setting system 

property "log4j2.formatMsgNoLookups" to “true” or by removing the 

JndiLookup class from the classpath (example: zip -q -d log4j-core-*.jar 

org/apache/logging/log4j/core/lookup/JndiLookup.class). Java 8u121 protects 

against RCE by defaulting "com.sun.jndi.rmi.object.trustURLCodebase" and 

"com.sun.jndi.cosnaming.object.trustURLCodebase" to "false". 

You can manually check for use of affected versions of Log4J by searching your 

project repository for Log4J use, which is often in a pom.xml file. 

Where possible, upgrade to Log4J version 2.15.0. If you are using Log4J v1 there 

is a migration guide available. 

Please note that Log4J v1 is End of Life (EOL) and will not receive patches for 

this issue. Log4J v1 is also vulnerable to other RCE vectors and we recommend 

you migrate to Log4J 2.15.0 where possible. 

If upgrading is not possible, then ensure the -

Dlog4j2.formatMsgNoLookups=true system property is set on both client- and 

server-side components. 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45046
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45046
https://www.oracle.com/java/technologies/javase/8u121-relnotes.html
https://logging.apache.org/log4j/2.x/manual/migration.html
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