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Executive Summary 
On Wednesday November 3, 2021, the Cybersecurity and Infrastructure 
Security Agency (CISA) issued the Binding Operational Directive (BOD) 22-01, to 
facilitate the effective remediation of current vulnerabilities being exploited by 
threat actors. BOD 22-01, titled Reducing the Significant Risk of Known 
Exploited Vulnerabilities, has the goal of assisting federal agencies as well as 
public and private sector organizations to counteract the increasing threat of 
vulnerability exploitation. The catalog consists of 200 vulnerabilities from 2017-
2020 and 90 vulnerabilities from 2021, with updates of newly discovered 
vulnerabilities on an ad-hoc basis.  

Description 
The BOD 22-01 public catalog contains security vulnerabilities that expose 
systems to significant and detrimental risk, that follow a criterion: 

• The vulnerability has been assigned a Common Vulnerabilities and 
Exposure (CVE) ID. 

• There is evidence the vulnerability has been exploited in the wild.  
• There is a clear remediation action for the vulnerability. 

 

To improve vulnerability management practices and reduce potential exposure 
to cyberattacks, all organizations should adopt this government-wide directive. 
According to CISA Director, Jen Easterly, BOD 22-01 “establishes timeframes for 
mitigation of known exploited vulnerabilities and requires improvements of 
vulnerability management programs”. The timeframe states that federal 
agencies should patch all flaws exploited in 2021 by November 17, 2021, and 
flaws exploited before the end of 2020 be fixed by May 3, 2022. 

Safeguards/Recommendations 
While BOD 22-01 is only mandatory for federal agencies, CISA highly 
recommends that every organization prioritize mitigation of the vulnerabilities 
listed in CISA’s public catalog to protect their information systems and reduce 
cyber incidents. To learn more, please visit CISA. 
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• https://www.cisa.gov/news/2021/11/03/cisa-releases-directive-

reducing-significant-risk-known-exploited-vulnerabilities  
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